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Using VPN To Access the Vandal Network

To access the Vandal network outside the firewall, you will need to connect using a
Virtual Private Network (VPN) client. The University of Idaho uses Cisco’s VPN Client.

Downloading the VPN Client

If have not already installed this software, it is available at
http://support.uidaho.edu/software/#VPN. Once you log in to the site with your Active
Directory User Name and Password, you will see these choices.

VPN Client Software

The VPN Client software allows secure encrypted network connections directly to the
University network. Please only install this software if you are instructed to do so. Access
to the VPN server is restricted.

Cisco VPN Client Software 5.0.07 32 bit (Windows XP/Vista/7)
Cisco VPN Client Software 5.0.07 64 bit (Windows XP/Vista/7)
VandalVPN (i0S 4+ & 05 10.7 only)

SysAdVPN (105 4+ & 0S5 10.7 only — System Administrators only)

You will need to download the version for your computer. For Windows computers, you
can get this information by:

e Clicking the start button (at the lower left corner of your desktop
e In the Start Menu, right click Computer
e Click Properties

You should see a screen similar to this one (this screen is for a Windows 7 32 bit
computer).
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When you click one of the links to download the software, you will be prompted for your
User Name and password. Enter your network user name and password.

Authentication Required @
0 A username and password are being requested by https://downloads.uidaho.edu, The site says:
"ad.uidaho.edu”

User Name:  jvandal

Password: -------------------l

| ok || Cancel

Next you will be prompted to open or save the file. Click Save File.

Opening vpnclient-win-msi-5.0.07.0410-k9.exe @

You have chosen to open
B | vpnclient-win-msi-5.0.07.0410-k9.exe

which is & Binary File (6.3 ME)
from: https://downloads.uidaho.edu

Would you like to save this file? i

Save File Cancel

The file will be downloaded to your Downloads directory.

File Edit View Tools Help

Organize - Include in library = Share with Burn Mew folder
‘¢ Favorites Name Date modified Type Size
PR Desktop @ vpnclient-win-msi-5.0.07.0410- k9. exe 6/22/20129:11 AM  Application 6,495 KB

4 Downloads
| Recent Places

ir Favorites

B Desktop
o Libraries
3 Documents
J Music
&= Pictures

E Videos

After downloading the software, double click the file to start installing the software by
following these instructions.
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Setup Instructions

1. After the download is complete, double click the program to run the setup wizard.
If you are running Windows Vista, click Run on the Security warning.

Internet Explorer - Security Warning s )
The publisher could not be verified. Are you sure you want to run this
software?

Mame: vpndient-win-msi-5.0.04.0300-k9.exe
Fublisher: Unknown Publisher
Run ] [ Don't Run

should only run software from publishers you trust. How can I decide what

|@| This file does not have a valid digital signature that verifies ite publisher. You
L
v software to run?

2. Once the wizard loads, click Next.

4! Cisco Systems VPN Client 5.0.04.0300 Setup [E=] 5 )

Welcome to the Cisco Systems
VPN Client 5.0.04.0300
Installation Wizard

It iz strongly recommended that you exit all Windows programs
before running this zetup program.

Click Cancel to quit the setup program, then close any programs
you have running. Click Mest to continue the installation,

WwWARMNIMNG: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this pragram, or any
portion of it, may result in severe civil and ciiminal penalties, and
will be prosecuted to the maximum extent possible under law.

3. After reading the license agreement, agree to the terms and select the radio
button | accept the license agreement. Then select Next. Note: You must agree
to the terms in order to use the VPN Client.

B Cisco Systems VPN Client 5.0.04.0300 Setup (=N R 2
License Agreement o
“f'ou must agree with the license agreement below to proceed. b —— ,\‘
Client Software License Agreement of Cisco Systems -

[
THE SOFTWARE TO WHICH YOU ARE REQUESTING ACCESS IS THE
PROPERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE IS
GOVERNED BY THE TERMS AND CONDITIONS OF THE GREEMENT
SET FORTH BELOW. BY CLICKING ""YES" ON THIS SCREEN., YQU
INDICATE THAT YOU AGREE TO BE BOUND BY THE TERMS AND
CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE READ THE
TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON ""“YES".
IF ¥OU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK "NO" ON THIS SCREEN, IN WHICH CASE YOU
WILL BE DENIED ACCESS TO THE SOFTWARE. -

@ | accept the license agreement
() | do not accept the license agreement

Reset ] [ < Back ][ Mest > J [ Cancel

4. By default the wizard will install the software to C:\Program Files\Cisco
Systems\VPN Client. If you would like the software to be installed elsewhere,
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select Browse.

ﬁ Cisco Systems VPN Client 5.0.04.0300 Setup S [E] & ]
Destination Folder o
Select a folder where the application will be installed. -

| LN

The "wize Installation ‘wizard will install the files for Cisco Systems WP Client
5.0.04.0300 in the following folder.

Toinstallinto a different folder, click the Browse button, and select another folder.

“You can chooze not to install Cizco Systerns %P Client 5.0.04.0300 by clicking Cancel
to exit the Wise Installation Wizard.

Destination Folder

C:%Program Files\Cisco Spsterms\WPN Client'

[ < Back |l Mext > I [ Cancel ]

5. Click Next to copy required files to your computer.
) Cisco Systems VPN Client 5.0.04.0300 Setup =[5 & |

Ready to Install the Application o
Click Mest to begin installation. -
B ™

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

[ < Back |[ Mext > ] [ Caneel ]

6. Once the installation is complete, you can exit the wizard by clicking Finish.
& Cisco Systems VPN Client 5.0.04.0300 Setup == % ]

Cisco Systems VPN Client
5.0.04.0300 has been
successfully installed.

Click the Finish button to exit this installation.

< Back | Finish I |  Cancel
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7. You must restart your computer for all changes to take place. Select Yes when

you are prompted to restart your computer.
3 Installer Information 2 |

to Cizco Systerms WP Client 5.0.04.0300 to take effect. Click

% 'ou must restart your system for the configuration changes made
=" Yes to restartt now or Mo if ou plan ta restart manually later.

(VPN — Windows Cisco Client)
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1. After your computer has restarted, click on the Start menu, select All Programs,
click on Cisco Systems VPN Client and finally select VPN Client from the list.

=%
"

Windows Mail

@ Windows Media Player

]

Windows Meeting Space
Windows Movie Maker

Windows Photo Gallery

{J’i

Windows Update

. 7-Zip
. Accessories
. Adobe Web Premium C53

. Cisco Systems VPN Client
i Help

€51 Set MTU

& VPN Client

. Core FTP
. Bxtras and Upgrades

. Games

. GIMP

. Maintenance

. Microsoft Office

. Mozilla Firefox

. Mozilla Thunderbird
. 55H Secure Shell

Back

|Stﬂn‘ Search

2. Highlight the

£ status: Disconnected |\

Documents
Pictures

Music

Recent ltems
Computer
MNetwork
Connect To
Control Panel
Default Programs
Help and Support

- &

Vandal VPN Connection and click Connect.

| = [= [

£
E’g =) .lIl.lIl.I
Connect New Import Modify Delete CISCO
Connection Entries I Certficates I Log I
| Connection Entry I Host | Transport
1. Vandal VPN Connection uivpnpublic_csrv_uidaho edu  IPSec/UDP
2. SysAd VPN Connection uivpnpublic csrv uidsho edu IPSec/UDP
. | |

‘ Mot connected.
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3. When prompted, enter your Active Directory Username and Password.
£) VPN Client | User Authentication for "1. Vandal VPN Connec... | 28 |

Enter Usemame and Passward.

fien]r, Usemame: |ivandal

€IsCco P :

[T Save Password

QK Cancel

4. To disconnect right-click on the lock icon in the task bar and select Disconnect.

YPM Client...
Statistics...

Log Window...

Motifications...

Disconnect

About WVPM Client...
s B@amEy W Ed 752am

(VPN — Windows Cisco Client)
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